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Answerallqueslions. (6x1=6)

I What is an atline cipher ?

2 What do yoL mean by DES ?

3. Llst lhe fourposslble app.oaches to attack RSA algorthm.

4. Whal s Avaanche ellecl z

5. Whal are the secu ty services provided by a digilal sLgnalure ?

PABT B

- Short Essay

Answer any 6 quesions \6x2=121

7. Dislng! sh belween passive aliacks and aclve att.cks

L What is lhe diflere.ce between asymmetric and symmetrlc cryplog.aphy ?

L Exolain whv alblock ciphels are polyalphabeiic



K23U 2302 lll lll ll I I

10. Wr te a noie o. Kkchhotl s princ pte.

11. Whal s double DES ?

12. Whal is biinding ?

13. Distinguish between key only atiack and know. message attack on digita

1 4. Whai is lhe difle rence betueen existentia and se ective iorAery ?

PAFT C
Essay

A.swer any 4 qoestio.s. (4t3=12)

15. Briefly exp ain the basic information security principle.

16. Expain crypta.aysis and ils common types

i7. Brefly expai. the RSA digitat signaftlre scheme.

18 Wril€ down lhe applications and Gquirenrenttor pubtic key cryplosystem.

1 9. Whai is a digital s gnalu€ ? Exptain lhe difference between convenltonat and

20. Describe the cipher and reverse ciphe. generation in DES

PANT D
Long Essay

Answer any 2 questro.s (215:10)

21. Explaii varlous types of info.mation securily aflacks

22 Whallsa substitutioncipher? Exptain varousrnonoatphabelic and potyatphabeUc

23 Brleily expain the slructure oi DES

24. Wilh an example expain the FISA atgorilhm.


