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KU4DSCCSY2OT - INFORMATION SECURITY
2024 Admission onwards

Time 2 hours Nlaximum N4arks : 70

Sectiorr A

Answer any 6 questions. Each carry 3 rnarks,

1. What is ransomware?

2. Deiine the tcrm Vulnerability in the context of cybcr threats.

3. Explain thc ingreciients of a prrblic key cryptosvstem.

4. What is non-r€prrdiation in digital signatures?

5. Dcfine Publi. Key Infrastrucbure-

6. What is SLS'1

7. What are the diffcrences between \\rPA2 and WPA3?

8. D-l p $-b ,r r.. n on .r'unry

Section B

Answer any 4 questions. Each carry 6 marks.

9. Describe the RSA algorithrn.

10. Explain the ad\antagcs of Eliiptic CuNc Cr,-prographv.

I1. Explail how digital signatures lvork.

12. lixplain horv SS[, securcs rveb iral'fic.

13. Explain thc irnportance ol sex]ure coding pln(ti.-.s

14. Explain Cross Site Requcst Forger]:

Section C

Answer any 2 questions. Each carry 14 marks.

15 Descritrc the SHA 256 Algorithm.

16. Il[Lstrale |arious Block Cip]rcr Modes

17. D,.scribc tle lJisic scclLfitl'.ontrols Lls..l in rrelnork rLel-.Dse


